Users of IITM connect to SSID iitmwifi

Mobile devices:
Select SSID “iitmwifi“ and in the pop-up select the following:

EAP type - PEAP

Phase-2 authentication - MSCHAPV2

CA certificate - (unspecified)

Identity - [Enter your LDAP username] (ex. usernamel )
Anonymous identity - [Enter your LDAP username]
Password - [Enter your password]

Linux systems:

Wi-Fi Network Authentication Required

Authentication required by Wi-Fi network
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Passwords or encryption keys are required to access the Wi-Fi
network 'eduroam’.

Wi-Fi security: WPA & WPA2 Enterprise v

Authentication: Protected EAP (PEAP) v

Anonymous identity: usernamel

CA certificate: (None) =
usernamel ‘

PEAP version: Automatic v

Inner authentication: MSCHAPv2 v

Username: usernamel

Password: [ 3 |

") Show password

Cancel Connect

Mac & Windows 10 systems:

1. Connect to the iitmwifi network.
2. Enter your LDAP username and password.



Windows 7 systems:

1. On Windows 7 wireless clients, go to Control Panel >> Network and Sharing Center >> Set up a
new connection or network.

» Control Panel » Network and Internet » Network and Sharing Center v |43 W Seorch Control Panet o

Control Panel Home . . 5 . ,
View your basic network information and set up connections

Manage wireless networks B See full map
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Change adapter settings 1000375 Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network

You are currently not connected to any networks.

Change your networking settings

{iGe Setup a new connection or network
< ) ) . ;
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

e Connectte a netwerk

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

@@, Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.
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Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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HomeGroup
Internet Options
Windows Firewall

2. Select Manually connect to a wireless network, then click Next

& ¥ Set Up a Connection or Network

Choose a connection option

Connect to the Internet

gy Setup anew network

<, Configure a new router or
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onnect to a hidden network or create a new wireless profile
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3. Enter the SSID name “iitmwifi” in Network name, select WPA2-Enterprise as Security type, and
then click Next.
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@ 1l Manually connect to s wireless network

Enter information for the wireless network you want to add

Network name: iitrmuifi
Security type: WPA2-Enterprise -

Encryption type: AES -

Security Key: ] Hide characters

[¥] Start this connection automatically
[] Connect even if the network is not broadcasting
Warming: If you select this option, your computer's privacy might be at risk,

4. Click Change connection settings

w2 ! Manually connect to a wireless network

Successfully added iitmwifi

= Change connection settings
Open the connection properties sothat I can chiange the settings,

5. In Security tab, click Settings, un-check Validating server certificate. Click Configure... and un-
check Automatically use my Windows logon name and password (and domain if any) then click
OK.

eduraom Wireless Network Properties 23 Protected EAP Properties %
[ Connection | Security When connecting:
Encryption type: AES .
-]
AddTrust External CA Root
Choose a network method: Avast Web/Mail Shield Root
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6. Click Advanced settings, enable Specify authentication mode, and choose User or computer
authentication, then click OK.

eduraom Wireless Network Properties | = Advanced settings &‘
Specify authentication mode:
Security type: [WPAZ-Enterprise 'l [Userorcomptmerauthenﬂcaﬁon 'l Save credentials
Encryption type: [AES '] Delete credentials for all users

[ Enable single sign on for this network

Choose a network authentication method: o) Perform immediately before user logon
Microsoft: Protected EAP (PEAP) vl [ Settings Perform immediately after user logon
[V]|Remember my credentials for this connection each 0
time I'm logged on Allow additional dialogs to be displayed during single
This network uses separate virtual LANs for machine
and user authentication
Advanced settings

[ o ] | ==

7. Connect to the wireless network “iitmwifi”.

Wireless Network Connection a7’
itrwifi ,‘ﬂﬂ |
eduroam .l
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Open Network and Sharing Center

8. When prompted for user credentials, type the LDAP username (ex. usernamel) and password.
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Network Authentication
Please enter user credentials
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